


URBAN SHIELD

Urban Shield is a continuous, 48-hour Full Scale Multi-Disciplinary Homeland
Security/Disaster Preparedness Exercise hosted by the Alameda County Sheriff's
Office, with the support of the Bay Area Urban Area Security Initiative (UASI),
and more than 200 local, state, federal, international and private sector partners.

First responders are presented with exercise scenarios that incorporate key
elements of real-world emergencies and major critical incidents at various
scenario sites in Alameda, Contra Costa, San Francisco, San Mateo and Santa
Clara counties.

An Incident Command System (ICS) structure—with nine area Commands,
Medical Checkpoints, and a Department Operations Center (DOC)—will be
implemented to manage the multi-location and multi-discipline full-scale exercise
for Urban Shield 2014.
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URBAN SHIELD

» The overarching goals of Urban Shield are to provide a multi-layered training exercise to
enhance the skills and abilities of regional first responders, as well as those responsible for
coordinating and managing large scale events. This exercise is designed to identify and stretch
regional resources to their limits, test core capabilities, while expanding regional collaboration
and building positive relationships. In addition, this exercise provides increased local business
and critical infrastructure collaboration.

« Urban Shield 2014 will operate under the principals of the National Incident Management
System (NIMS), Standardized Emergency Management System (SEMS) and the Incident
Command System (ICS) structure. Regional emergency management personnel will control the
exercise utilizing the Emergency Operation Centers and mobile command posts throughout the
region. Alameda County OHSES will serve as the Department Operations Center (DOC).
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RISK OVERVIEW ASSESSMENT

« Law enforcement, fire, Emergency Operations Center (EOC) and EMS
personnel, representing agencies throughout the Bay Area UASI Region, will
participate in some, or all, of the realistic scenarios. Their capabilities and
equipment will be evaluated by related experts, in order to provide an
accurate regional assessment that result in a meaningful Gap Analysis, After
Action Report (AAR) and Improvement Plan.

« Urban Shield follows the Homeland Security Exercise and Evaluation
Program (HSEEP) methodology.

« Urban Shield is used as a mechanism to develop and maintain the tracking
of regional assets so that we verify their location, level of readiness and
capability to improve regional preparedness.
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SCENARIOS

31 Tactical Scenarios
* 4 Medical Checkpoints .
« 5 EOD Scenarios
« 17 Fire Scenarios

« RCPGP Mass Fatality




Radiological Emergency
Detection/Monitoring/ldentification
Biological Agent (in luggage)

Rail Tank Car Emergency
Clandestine Lab / Plume Models

Chemical Warfare Agent Lab
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Building Collapse

Confined-Space Rescue / IED
Recognition

High-Angle Rescue

Low-Angle Rescue



Plane Crash — Group Exercise
Navigation

Boom Deployment
Towing

Victim Recovery
EMS

Fire
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OAKLAND MARRIOTT
GONVENTION CENTER
1001 Broadway « Oakland, GA 94607

Thursday | September 4, 2014

SEMINAR &« LUNCH
PROVIDED AT NO COST

0730 — 0800 Hours
CHECK-IN

0830 — 1000 Hours

THE MISSION ORIENTED MASS
MURDERER: A BEHAVIORAL
AND OPERATIONAL
PERSPECTIVE

Mary 0'Toole Agent
Behavioral Analysis

1000 - 1015 Hours

BREAK / VENDOR SHOW

1015 — 1145 Howrs
THE MEDICAL RESPONSE TO
THE ASIANA FLIGHT 214
PLANE GRASH AT SFO

i , FAGEP

LUNCH / VENDOR SHOW

1300 — 1430 Hours

SS0ONS LEARNED: LOS AN-
GELES INTERNATIONAL AIR-
PORT (LAX) SHOOTING
Patrick W

BREAK / VENDOR SHOW

1445 — 1515 Hours

POLICE UNDER ATTACK: A
DEBRIEF/REVIEW OF THE
CHRISTOPHER DORNER
ING

Bernardino County She
lepartment
1515 — 1700 Hours

SEMINAR ENDS /
VENDOR SHOW

0730 — 0830 HOURS CHECK-IN

0830 - 1000 HOURS
THE MISSION ORIENTED MASS MURDERER:
A BEHAVIORAL AND OPERATIONAL PERSPECTIVE

The “Mission Oriented Shooter” is a new breed of mass murderer. He plans his crimes for months if not
years, prepares for the murders with maximum weaponry and intends to kill as many people as possibile,
nclueding sirangers. His psychology must be sef apart from ather killers in terms of what causes this
behavior, how it develops, waming signs and how it can be prevenied. Whes the Mission Ovienied Shoater
becomes an Active Shooler — prevention is no langer passible. It's foo late and people have already died.
Mission oriented mass killers don't develop in a vacuum, and ihese men doa't just snap. Neither are they
compleiely crazed zombies aut of boach with reality, of the c of their actions.

This presentation will provide an “assessment model™ to befter undersiand the behaviar and motivation of
these types of mass killers. Case examples of mission-orienied shoolers will be presented in ferms of how
they are disfinct in terms of motivation, leakage, warning behaviars, preplanning behaviors and the presence
of psychopathic fraits and characteristics. Implicabions for threat assessment, intervention and threat
management for mulfidisciplinary experis including law enforcement will be the focus of the presentafion.

Mary 0’ Toole B! Special Agent (Ret.)

Behavioral Analysis Unit

Dr. Mary Ellen O Toole iz an internationally recognized Forensic Behavioral
Consultant. She specializes in the recognition and assessment of
conceming, troubling and dangerous behaviors that, if unaddressed, can
have a wide range of serious coneequences from loes of business and
revenue to loas of livea.

Dr. O'Toole served as an FBI Agent for nearly 28 years, where she worked in
the Bureau'z Behavioral Analysia Unit (BAU). Dr. O Toole conaulted on many
of the FBI'a highest profile and most complex cases, including echool and
campus violence threate, workplace violence threats, targeted viclence
againet public and private inefitutions, homicides, kidnappings, sexual
assaults, predatory behavior, child molestation, product tampering cases,
exctortions and other crimes of violence againet children, adulte and
inatitutions.

Dr. O'Tocle lectures at the FBI Academy, has been adjunct faculty to the FBI'=
Leadership Development Institute (LDI) and adjunct faculty at the University of
Virginia. She has publizhed in the areas of corporate peychopathy. threat
asseszment, stalking, achool and campus violence, waming eigns for
dangerousness, interviewing and viclimology.

Dr. O'Tocle is a Fellow in: The American Academy of Forenaic Sciences, The
International Criminal Investigative Analysie Fellowship (ICIAF) and The
Society for the Sciendific Study of Peychopathy (S55F). Sheiealkoa
member of the Society for Former Special Agents of the FBI.

1000 — 1015 HOURS BREAK / VENDOR SHOW

1015 — 1145 HOURS

THE MEDICAL RESPONSE TO THE ASIANA FLIGHT 214 PLANE CRASH AT SFO
Stanford University Medical Center is the Tranma Center for San Mateo County and provided medical care for
maore viclims from the Asiana Flight 214 Plane Crash than any other hospital, inchuding two flight afiendants
who were gjecied from the aircraft. This presentztion discusses the disaster response to the: plane crash, the
medical care provided and unique aspecis of the incident and mechanism far many of the injuries.

~ | Enc A. Weiss MD, FACEP

‘Stanford University, Division of Emergency Medicine

Eric A. Weize, MD, FACEF., ia a Professor of Surgery and Emergency Medicine
at Stanford Univeraity School of Medicine, and an Attending Physician in the
Stanford Univereity Hoepital Emergency Depariment. He ie the Founder and
Medical Director of the Stanford University Medical Center Office of
Emergency Mar and has o D Medicine and Planning
at Stanford for the paet 20 years. He has served on the planning committee
and been a keynote epeaker for the California Hoepital Association Dieaster
Planning Conference Commitiee. He ia the Chaiman of the Stanford
University Medical Genter and Lucile Packard Children's Hoepital Bioterroriem
and Pandemic Task Force. He iz Director of the Stanford University
Fellowship in Wildermesa Medicine and Co-Director of the Stanford University
Fellowship in EMS/Diesster Medicine. He ia the former Medical Director of the
‘San Mateo County Emergency Medical Services Agency. Dt Weiss led the
medical to the Asiana Plane Crash at San Francisco Intermnational
Airport in July of 2013,




1145 - 1300 HOURS LUNCH / VENDOR SHOW

1300 - 1430 HOURS

LESSONS LEARNED: LOS ANGELES INTERNATIONAL AIRPORT (LAX) SHOOTING

On November 1, 2043, at appraximately 0920 hours, Paul Anthony Ciancia, entered Terminal 3 at the Los Angeles International Airport (LAX) and apened fire with
an assault rifle killing one person and wounding three others. Law enforcement officers arrived within minsies of the shoofing and engaged the gunman near
Gale 35 where he was wounded and taken into cusiody. A unified command was immediately established between the Airport Police, the Los Angeles Police De-
partment, the Los Angeles Fire Department, LAX Airport Operalions and the Federal Bureau of Investigation (FBI). These agencies worked together fo secure the
ieminal, search for secondary threats and hazands, administer first aid, iransport wounded, locate and secure possible witnesses, and effect the evacuaiion of
passengers. The shoofing at Terminal 3 kad far reaching impacts on airport operations incleding the closare of several terminals, the restriction of pedestrian
and vehicular fraffic inio the Ceniral Terminal Area (CTA) causing severe congestion throughout the surmounding communily, and major disrupliens fo regional air
Iraffic lasfing for several hours. Chief Gannon will discuss the lessons learned for this showter and how you may use these lessons fo improve your response to
an active shooler incident.

Patrick M. Gannon Deputy Executive Director

Homeland Secunty and Public Safety for LAWA

Patrick M. Gannon, Deputy Execufive Director (DED) of Homeland Security and Public Safety for Los Angeles World
Airports (LAWA), began his service with the organization in November 2012, as Chief of Airport Police following 34 years
of sarvice with the Los Angeles Police Department. On June 4, 2014, he was appointed az DED, as he will continue o
serve as Chief of Airport Police.

As Depuly Executive Direcior, Gannon iz responsible for airport eecurity, including policing, counterterroriamn efforte, and
other emergency response functions for LAWA®s three airports. He will provide leadership, management oversight, and
policy direction to all law enforcement and security ataff; coordinate with other Law Enforcement Agencies; and oversee
firefighting, emergency medical, and fire prevention gervicee provided by the Los Angeles Fire Department at LAX.

1430 - 1445 HOURS BREAK /VENDDR SHOW

1445 - 1515 HOURS

POLICE UNDER ATTACK: A DEBRIEF/REVIEW OF THE CHRISTOPHER DORNER INCIDENT

For ten days in February 2043, former LAPD Officer Christopher Dorner put Southern California policing agencies in an unprecedented collective stale of alert -
ane in which bath excellent and heroic pelice work was done, and some regreltable decisions were made. The challenges confronfing the principal law enforce-
ment agencies in this incident were immense, and they engaged the incident with difierent policies from differing organizational cultures and ulilizing frequently
incompafible communicalions systems. This incident represents a senfinel event in Amesican policing - one that serves as a waming of seeded changes in paris
of our public safety system.

‘With a first of its kind mulfi-media format, you'll hear behind the: scenes informalion and firsi-hand accounis. You'll also participate in a unique discussion about
lessons leamed that will benefit all levels, from patrol personnel to supervisars to management. You won't want fo miss this_

Trevis Newport Serpeant

San Bernardine County Sherifi’s Department

Trevie Newport iz currently a sergeant with the San Bernardino County Sheriff'e Department.  He graduated from

Southern lllinoie University with a BS in Workforce Education and Development. He aleo graduated with a Juris

Doctor from William Howard Taft University. In 1888, he joined the San Bemnardino County Sherniffa Department and

hae worked in cormections, patrol, Multiple Enforcement (MET), and homicide.

In 2008, he was promated to the rank of delective and wae assi 1o the Speci I Drirvimi

Homicide Detail. During hie tenure in the homicide detail, Trevie has handled several high-profile murder

9 investigations, officer involved shooting investigations and special imvestigationa. In 2011, he was promoted to the
rank of sergeant and wae assigned to patrol operations. In 2013, Trevia was reassigned to the homicide detail as a

team sergeant. On February 12, 2013, hiz homicide team was aasigned to investigate the murder of Detective

Jeremizh MackKay and the attempted murder of Deputy Alex Colline.

Mauricio “Moe” Hurtado Detective
San Bernarding County Sherifi's Department
Detective Mauricio “Moe” Hurtado i a 12 year veteran of the San Bernardino
County Sheriff'a Department. He worked cormections with the depariment for

s R S e S el o Register no later than

Gentral station. Moe worked six years at Gentral station, before being August 29, 2014 a
e e b il hitp://ustraining acso.net
approximately two years and iz cumently an

acting sergeant for hiz homicide team. Prior io becoming a deputy sheriff,
Moe attended college at California Baptiet University, where he earned a
Bachelor of Science degree in Griminal Justice.

For more information contact

Jane Manzo 510.272.6921
i gov.org
1515-1700 HOURS SEMINAR ENDS / VENDOR SHOW

UrhanShield.org
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OAKLAND MARRIOTT
CONVENTION GENTER
1001 Broadway « Oakland, GA 94607

0730 — 0800 HOURS CHEGK-IN

Thursday | September 4, 2014

SEMINAR &« LUNCH
PROVIDED AT NO COST

0730 — 0800 Hours
CHECK-IN

0800 — 1600 Hours
MEDICAL TRAINING

1600 — 1700 Hours
TRAINING ENDS /
VENDOR SHOW

Register no later than
August 29, 2014 at
http-//ustraining_acso net

For more information contact
Jane Manzo
510.272.692 1

jdman

UrbanShield.org

0800 - 1600 HOURS
MEDICAL TRAINING | JUNIOR BALLROOM #4, LEVEL Il
24 ATTENDEES

Leshe Javine
Law Enforcement and First Response Tachical Casually Care (LEFR-TCE)

Lesbe Javine began her career in the fire senvice and has spent the past 12
years working in both private and public senicea. As an educator, ehe
inztructs a range of pre-hoepital courses to reeponders from agencies
including EMS, fire, and law enforcement. Since 2005 she has been
conducting combat medical training for all branches of the armed senvices
acrosa the nation and confinues to be involved in tactical and miliary
medicine. Currently a firefighter/paramedic, she ie aleo fasked by NAEMT with
developing Tactical Combat Casualty Care programe throughout the weatermn
atatea.

Law Enforcement and First Response Taclical Casualty Care {LEFR-TCC), is confinning education offered
fhrough MAEMT's PHTLS program. This new course was developed in collaboration with the Demeer Healih
Depariment of EMS Educafion and the Denver Police Department Metro/SWAT unit, and NMAEMT's PreHospital
Trauma Life Support {PHTLS) Commifiee. Ii teaches public safely first responders (police, law enforcement
officers, firefighiers, and other first responders) the basic medical care inferventions that will help save an
injured respander's life uniil EMS practitioners cam salely enler a taclical scene.

The coarse combines the principles of PHTLS and Taclical Combat Caswalty Care (TCCC), with the fraining
provided fo military medics by all branches of our Armed Services. H is consisient with the Tacical
Emergency Casualty Care (TECC) guidelines, and meets the recommendations of the Harlford Consensus
Dacument on Improving Survival from Acfive Shooter Events.

Course parficipanis will learn life-sawing medical actions such as bleeding contral with a fourniquet, bleeding
confrol with gauze packs or fopical hemostalic agents, and opening an airway fo allow a casualty fo breathe.

UPDN COMPLETION OF THE COURSE PARTICIFANTS WILL:

* Understand the rationale for immediate sieps for hemamhage cowirol {including exiersal hemorrhage
cantrol, direct pressare and wound packing, early use of ioumiquet for severe hemorrhage, imlernal
hemorrhage control by rapid evacuafion, and iransportalion o major hospital/irauma cenler

» Demansirate the appropriate application of a tourniguet to the arm and leg.

» Describe the progressive sirateqy for contralling hemorthage.

s Describe appropriale airway control techniques and devices.

+ Demansirate fhe carrect application of a topical hemastatic dressing (combat gauze).

« Recognize the tactically relevani indicators of shock.

= Receive cerfificafion and an emergency pack

+ CERTIFICATION CARD IN NAEMT LAW ENFORCEMENT
+ FIRST RESFONDER TACTICAL CASUALTY CARE TOS INDIVIDUAL FIRST AID KIT

1600 —-1700 HOURS TRAINING ENDS / VENDOR SHOW
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OAKLAND MARRIOTT
CONVENTION CENTER
1001 Broadway « Oakland, CA 94607

0730 - 0830 HOURS CHECK-IN

Thursday | Septernber 4. 2014

SEMINAR & LUNCH
PROVIDED AT NO COST

0730 - 0830 Hours
CHECK-IH

0830 - 1130 Hours
TAGTICAL EMERGENCY
CASUALTY CARE

1130 — 1230 Hours
DISASTER PREPAREDNESS
RESPONSE AND RECOVERY

1230 - 1700 Hours
TRAINING ENDS / VENDOR SHOW

Repister no |ater than
August 29, 2014 at
hittp://ustraining.acso.net
For more information contact
Jane Manzo | 510.272.6921
[dman gav.org

UrbanShield.org

1130 - 1230 HouRs

0830 - 1130 HOURS
TACTICAL EMERGENCY CASUALTY CARE | RODMS 1,2, 3 (UPSTAIRS)

Geofirey L. Shapiro Director EMS & Oparational Medicing Training
Emergency Health Services Program, The George Washinglon University
School of Medicine and Health Sciences

Mr. Gealf Shapiro has been invalved in EMS since 1983 sarving in vanous
capacties from clinical provider to currenthy serving as the Director of
EMS & Opersticnal Medicing Training &t Tha George Washington
University. He hes been responsitle for operational medical support and
developing, managing, and updating diverse education programs lor
university, hospitel clvlian EMS. federal law enforcemient, and militany
special operations communities, inciuding eleven years as a lead
mstructar and program manager at a premier federal law anforoement
fraining center in the Washington, DC erea. Mr. Shapiro is also a founding
member and emecutiva board member of the Commities for Tactical
Emergency Cas ualty Care (C-TECC) which is tasked with the appropriate
franslation of military fessons leamed and doctrine from the battlefield to
civilian crisis and medical response. Gaoff has authored a Law
Enforcement Emerngency Responder textbook and frequently publishes
and presents &t domestic and intemetionsl conferences and workshops.

The Taclical Emergency Casually Care (TECC) guidelines regresenl a set of evidenced based best praclices
Tar the immediate medical maragement o1 wounded at ar near the point of woundiag far Use by all first
responcders in all prekespital high-risk scenarlos. lis application is nof limited te law enlorcement setlings, but
is intended for any situation where there is an increased on-going three! lo the provider and patient. Similar
o whal the Tactical Combal Casuzlly Care guidelines did lor military seltings, civilian first razpondars need a
framework for uze in dangerous operalional scenarios thal delines constraints in both the ciilian
environment and resources while previding guidance te accomplish the lile-gaving miszion. Developed from
military battlefield TCCC guidalines, TECC balances the on-going (hreats, civilien scopa of praclica,
differences in civilian population, medical eguipment limits. and the variable resources for response in
civilien atypical emergencies. Thesa quidelines represenl a treatment Iramework that accepts mitigated risk
while providing 2 significant life saving benelil. TECE af iis most basic level seeks to define the comect
intervention 2t the correct time i the continuum of pre-hospital care, This course will introduce the concepts
of TECC, allow hande-on familiarity with common equipmeant in use with the guidelines, and discuss Rescue
Task Force (escorled wam zone care) and other applications.

DISASTER PREPAREDMESS RESPONSE AND RECOVERY

Justin Dombrowski Director, Response Division FEMA Region IX

Justin Dombrawski joined the U.S. Depanment of Homeland Sacurity's Federal Emargency Managemen! Agency's
Region IX office as the Response Division Director in September 2009, Programs under his direction include the
Ineident Managameant Assistanca Teame [IMATs), Weteh Centars, Hegional Respanse Coordination Center (RRCCH,
operations, logistics, emergency communications and planning including catestrophic plans.

Justin zerved ac tha first Oparations Section Chied for the Mational-IMATWast in 2009, Since 2006, he was a Fadaral
Coordnating Officer based in FEMA Region VI, Frior he served as the Director of Emengency Management for the
City of Boulder and Bouder County, CO. He also warked for the Boulder Fire Department and with other federal, state

and local gencias including 8s & volurtser firefighter. He has senved as an Incident Commender and other lsadership
pasitions on over 100 mejor wildfires ecross the country on national, regional and/or all-hazard Incident Management Teams (IMTs). Justin
has responded to more than 35 Presidential disastere and ineidants including Mafional Special Security Events, in over twenty states,
mncluding the 8/11-Warld Trade Center Attacks, Hurricane Katrina/Rite and Hurricane Sandy.

Justin has sened in significant lzadership positions with internatianal, natianal, €181 and local projects n emergency management. He has
presented and insructed at international and national conferences and academies and has exensive experience working with the media.
Justin has written college curricula and instructed at numereus universites. He has a Mastar's Degres in Public Administration, graduate of
the Newval Post-graduste School Executive Leacership Program and further advanced ecucation in emergency managemeant and other

programs.

The pre-exercise workshop (s designad o provide emergency managers, law, fire and EM S first responders participating in Urban Shield an opporiunity ta
leam about key issues and inifiatives in disaster preparedness, emergency response and recevery. This workshop will provide atteadees key insights (o first
rezponders becoming involved in catastrophic planniag for thair community,

1230 - 1700 HOURS TRAINING ENDS / VENDOR SHOW




YELLOW COMMAND SEPTEMBER 5, 2014

* Functional and full-scale exercise in response to a mass casualty event.
* Moffett Field target
« Military appreciation event
e Three IED’s explode
e 200+ casualties
 Patriotic Brotherhood of the Bay Area members escape

* Vow additional attacks in Bay Area

* Regional Objectives:
« Evaluate EOC/Hospital coordination on medical surge, patient tracking and movement
« Evaluate and test the Regional Catastrophic Earthquake Donations Management Plan

« Stand up a Joint Information Center and evaluate the Joint Information System
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YELLOW COMMAND SEPTEMBER 5, 2014

Participants

Cal OES Coastal Region (REOC activation)

County of Alameda (EOC and JIC activation)

County of Marin (partial EOC activation)

County of Santa Clara (partial EOC activation)

County of San Mateo (EOC and Field JIC activation)

County of Sonoma (EOC activation)

City/County of San Francisco (partial EOC and full JIC activation)

City of Oakland (partial EOC activation and coordination with hospitals via
WebEOC)

City of Palo Alto (EOC activation)
City of Sunnyvale (EOC activation

g e —_— e T ——
@ ‘i > = ". g} 5@3 . ... 'Eg“/ "’*—WH -
LIRE.ANSHIELD I S e &

EVENT DATE — Sept. 4™ - 8““"*- %ENDDR sﬁnw Sept 4 & 5t :
- - I ——

e
. e ——————



YELLOW COMMAND SEPTEMBER 5, 2014

Participants continued

e Public Information Officers from multiple jurisdictions
e Children’s Hospital Oakland (patient surge)

« Alta Bates Summit Medical Center

« Stanford Hospital (patient surge and tracking)

e Camp Parks

« California Volunteers (REOC staff)

«  Salvation Army (donations management)

« American Red Cross (donations management)
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QUESTIONS?
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