To: Bay Area UASI Approval Authority
From: Mikyung Kim-Molina, Regional Program Manager

Date: September 12, 2024

Re: Item # 04b: Enhancing Cybersecurity National Priority Area
Item # 04c: Combating Domestic Violent Extremism National Priority Area

Staff Recommendations:

None

Action or Discussion Items:

Discussion
Discussion:

5b. Enhancing Cybersecurity National Priority Area

The Bay Area UASI has invested in the National Priority Area of Enhancing Cybersecurity since Fiscal
Year 2020. To date, $5,379,907 has been invested in the Bay Area for this National Priority Area.
Investments include the following:

e 2020 Cyber Navigator Project ($1,550,625)
o Cyber Governance Framework
Cyber Incident Response Plans and Technology Recovery Plans
Multi-Year Regional Cyber Strategy Report
Election Cybersecurity Trainings
Election Cybersecurity Tabletop Exercise (TTX) Template
Cybersecurity Certification and Awareness Level Trainings
o Cyber Resilience Symposium
e 2021 Regional Center of Cybersecurity Excellence (RCCSE) Project ($2,326,001)
o RCCSE Framework Plan
o $1.2M in Cybersecurity Equipment
o Cybersecurity Certification Trainings
o Cyber Bridge Tabletop Exercise (TTX)
o NCRIC Analysts and Trainings
e 2022 Cyber Emergency Response Training ($300,000)
o Target Audience is Cybersecurity and Emergency Managers
e 2023 Regional Cybersecurity Trainings ($158,524)
o Cybersecurity Intermediate Level Trainings
o 2024 Artificial Intelligence (AI) Navigator ($1,044,757)
o Al Gaps/Needs and Strategic Plan
o Al Focused Trainings
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o Cyber Bridge Regional Exercise

5c. Combating Domestic Violent Extremism National Priority Area

The Bay Area UASI has invested in the National Priority Area of Combating Domestic Violent
Extremism since Fiscal Year 2021. To date, over $7,440,817 has been invested in the Bay Area for this
National Priority Area. Investments include the following:

e 2021 DVE National Priority Area ($2,326,001)
o NCRIC Fusion Center
School Safety Symposiums
Moonshot Threat Bulletin
K-12 Schools Gaps/Needs Assessment
Media Literacy for Adults (English/Spanish)
o Safe School Ambassador Program
e 2022 DVE National Priority Area ($2,133,251)
o NCRIC Fusion Center
NorCal Threat Management Team
DVE Trainings
School Safety Symposiums
Violence Prevention Symposium
Mental Health Film Creation
Social and Emotional Learning for Justice Involved Youth
o Restorative Justice Practices
e 2023 DVE National Priority Area ($1,936,808)
o NCRIC Fusion Center
o Community-Based Violence Prevention Trainings
o DVE and Targeted Violence Prevention Trainings for School Staff and Mental
Health Practitioners
o School Safety Symposiums
e 2024 DVE National Priority Area ($1,044,757)
o Regional Gaps/Needs Analysis
o Redirect and Referral Pathways
o Safe Schools Violence Prevention
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